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Jenkins - CVE-2016-0792

https://www.cvedetails.com/cve/CVE-2016-0792/



  

What is Jenkins?

https://www.jenkins.io/



  

Let’s try to “discover” the exploit blindly
● We can use:

– Bulletin – https://www.jenkins.io/security/advisory/2016-02-24/#remote-code-
execution-through-remote-api

– Vulnerable container – https://hub.docker.com/_/jenkins?
tab=tags&page=1&name=1.642.1

– Vulnerable source code – https://github.com/jenkinsci/jenkins/tree/jenkins-
1.642.1

– Fixed source code – https://github.com/jenkinsci/jenkins/tree/jenkins-1.642.2

● Let’s try not to use:
– Public exploit – https://github.com/jpiechowka/jenkins-cve-2016-0792
– Public write-up – 

https://www.contrastsecurity.com/security-influencers/serialization-must-die-
act-2-xstream



  

Local vulnerable environment
● Setup:

– docker run -p 1337:8080 -p 50000:50000 
-d --rm --name vuln-jenkins 
jenkins:1.642.1

– Connect to http://localhost:1337

● Tear down:
– docker stop vuln-jenkins
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